Call For Action, Inc. (CFA) is an international nonprofit
network of consumer hotlines affilinted with local broad-
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identity
heft

name
gone bad!

what is
identity theft?

Identity theft occurs when someone obtains and uses a
person's identifying information, such as name, address,
date of birth, social secunity number or mother's
maiden name to commit fraud. An imposter can open
new credit card accounts, drain your bank accounts,
purchase automobiles, apply for loans, open utility services
and on and on.

No matter how cautious you are, you cannot guarantec
that a criminal will not obtain your information. The
following steps will tell you what the warning signs are,
how to protect yourself, what to do if you become a
victim and the resources you will need.

warning signs

Often, there are no Warning signs
that identity theft has occurred.
However, some reasons for
CONCEI &rc;

L+ Your monthly credit card
and bank statements

e
uddenly ¢
sarrivinng,t.b‘ i q‘ﬂ“

5 Youare denied
credit for no
apparent reason.

L+ You start getting bills
from companies you do
nol FeCOgnire,

£+ Credit collection
agencies try to collect
on debts that do not
belong to you.

how to
protect yourself!

Pearsonal information

L5 Ask your bank, doctor’s office, other businesses
and vour employer if they protect your personal
information. [

L5 Never camry your Social Security
ciard, Secial Secuniy number,
birth certificate or passport,
linless necessary.

L= Do not put your address,
telephone number or
driver's license number
on a credit card
sales receipl.

L+ Sodal Secunity numbers
or phone numbers should
not be put on checks

L [dentifying information should
not be given over the phone or the Internet
to someone you do not know or on a cellular
or cordless phone.

L% Shred all personal documents before placing
them in the trash.
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Financial Information
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Il your state uses your Social
Security number as your
driver’s icense number, ask for
another number,

Get a credit report from the three
national credit reporting agencics
every year.

Keep vour financial records out of
sight. Burglars are just as interested
in credit cards, bank accounts and
imvestment statements as they are in
vour TV, jewelry and other valuables

Check monthly credit card statements
for charges you did not make. If
monthly statements do not arrive in

the mail, call the lender immediately. =

Keep a list, in a safe place, of
all credit cards and bank accounts
including the account numbers,
phone numbers and expiration
dates. Check if your online purchase
is processed on a secure server.

Shred financial or confidential
information such az eredit card
pre-approvals, credit card
receipls, elc

If you have credit cards you do
not use, store them i a sale place.
Cancel the accounts il you will
not use them again. Cut up old
credit cards before discarding.

Carry only the credit cards you  of.
plan to use. F-

When you have applied for a
new credit card, keep vour eve on the
mail and the calendar. If the card
does not arrive within the appropriate
time, call the credit card company.

Do not use your mother’s
maiden name as a password for
accounis. Make one up,

Unless your mailbox is secure,
mail payments at the post office
and pick up new checks at your bank.

If you are not interested in pre-approved
credit offers, opt-out using the telephone
number in our resource section.



what to do if

you have become
a victim

Despate your best elforts to protect voursell, you have
become a victim, Now what? The following steps
should be taken immediately and at the same time 10
best insure your protection

Record Keeping

In the process of resolving the theft of your identity, be
sure o keep records of all correspondence with the
ereditors and government agencies you contact,
Include the date and name of contact. Follow up all
telephone contacts with a letter and keep a copy.

Creditors

Notify all creditors and hinancal insttutions, in

writing and by phone, that your name and accounts have
been used without your permission. [ an existing
sccount has been stolen, ask the creditor or bank 1o
issue vou new cards, checks and account numbers
Carefully monitor the account activity on your
statements Heport fraudulent activity 10 the issuing
company immediately. The Fair Credit Billing Act
(FUBA) is a federal law that limits a consumer’s respon-
sibility for fraudulent charges to 550,

Local Law Enforcemeant

Immediately file a police or identity theft report with vour
local podice,. Provide them with as much documeniation
a8 possable. Make sure that the accounts are listed on the
report. Also, get a copy of the report. Uredil card compa-
mies, banks and credit reporting agencies may require you
o show a polece or dentity thell report 1o support your
claim that a crime was committed.

Federal Law Enforcemant

Report the cnme to the Federal Trade Commiss:on
(FTC). The FT'C collects complaints about identity theft
from consumers and stores them in a secure online data-
huaee called the Consumer Sentine] that &= avalable 1o
law enforcement agencies worldwide. The FTC provides
information on ways to resolve problems resulting from
identity theft and refers individuals to vanous private
and government agencics for further action.

Federal Trade Commussion Consumer Response Center
OO0 Pennsylvania Avenue, MW,

Washington, DC X380

1-877-IDTHEFT

www.consumcr.govidihel

The Crodit Reporting Agencios

Contact the fraud unit at one of the three national credit
reporting agencies. Have a fraud alert placed on your
credit report (o help prevent new Iraudulent accounts
from being opened. The agency you contact will notify
the others to place & fraud alert in their files. Keep track
of when the alert expires 50 you can ask for another one,
if necessary. However, not all creditors check your
credit report before issuing a new account.

As an 1D frawd victm, you are enlitled to frée copies of
your credil report. Once you have become a victim, ask
the three national agencies for a copy of your credit
report every three months This can help determuine how

many and which accounts listed are fraudulent. You can
also identify the existing accountis that have been stolen.

Equifax 1-800-525-6285
www.equilax.com

Experian |-888.397-3742
WWW.EXPCTEANO0Mm

Trans Union | -S00-680-7289
WWWIFAnNSWRion.oom

o opt-out of receiving pre-approved credit card or
insurance offers, call 1-858-5-opi-out.

Utility Companios

Ask utility companmies {bocal and long distance telephonc
service providers, gas, clectric and water companies) 1o
wiilch out for anvone ordenng services i Vour name.

Il someone has ordered seraces in your name, cancel
those accounts. If you are having trouble with lalsafied
accounts, contact your state Public Utility Commuissaon.

Other Aesources

United States Postal Inspoection
Service (USPIS)

The USPIS is a federal law enforcement agency that
investigates cases of identity thell. The agency has
primary jurisdiction in matters involving the integrity
of the LLS. mail.

LLS, Postal Inspeciion Service

475 L'Enfant Plaza

Washington, [} 20260

202-26%-2284

W usps goviwebsiles/de partinspect/

additional
steps to take:
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United States Sacret Service
(USSS)

The USSS is a federal agency that investigates
inancinl coimes Generally, the USSS will intervene
only when the dollar amount of the crime is high.
However, they should still be notificd in case if is
part of a larger fraud nng.

LLS. Secret Service
Contact your local ficld office,
WA SRS E'.li b LA

Social Security Administration [SSA)

IT you detect fraudulent use of your social security
pnumber, report it tothe 55A. The 55A docs not gen-
erally take action unless there is a high dollar
amount, workplace impersonalon or Crumes comumil-
ted in vour name. They will only change your 55N if
you it their frauvd victim cntena,

social Sceurity Administration
6401 Secunty Boulevard
Baltimore, MDD 21235
1-B00-265-0271 (fraud hotline)
WL POy

Call For Action, Inc.

Call For Action, Inc. is an international nonprofit
néetwork of consumer hotlines. CUFA voluniecrs
provide assistance and mediate cases on behalf of
consumers and small businesses. For the office
ncarest you, refer to the back of the brochure.
For more information on identity theft visit

wins callforaction.ong,
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